
Tips, Techniques, and Tools for 
Troubleshooting Wireless LANs







Occam’s Razor
“More things should not 
be used than are necessary”

Simple or Complex?



“Too Much Plane for One Man to Fly!”



“Surgeries are becoming too complex…”
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Lee Badman
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Tools Used in ECSE‐Troubleshooting Course

Free
Wireshark, Kismet, Bettercap, HORST, Client Profiler, iPerf, 
HTML Tests

Low Cost
Wi‐Fi Analyzer Pro, WLAN Pi, Netool.IO, Apps

Professional
Ekahau Pro v.10, Ekahau Sidekick, 
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Wireless LAN Troubleshooting Process
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Radio Frequency Medium
• Adjacent Channel Interference
• Automated Channel Planning
• Average Data Rates
• Average MCS
• Channel Occupancy
• Co-Channel Contention/CCI
• Consistency
• Jitter
• Latency
• Multipath
• Non-Wi-Fi Interference
• Regulatory Domains
• Retry Rates
• Spatial Streams
• Spectrum Analysis
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Contention Process
•How to Access RF Medium
•AKA - “The Game”
• Preamble Detect
•Energy Detect
•Transmit Opportunity TxOp
•Wait Time
•Random Slots (CW)
•QoS
•Duration ID



RSSI, SNR, Noise, Modulation, Air 
Time
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“Green Diamond” Association/Roaming 
Algorithms • SSID

• RSSI
• SNR
• Authentication Method
• Channel Switch Announcements
• De-Authentication Frame
• Dis-Association Frame
• Encryption Methods
• Error Ratios
• Heuristics
• Internal Lists - White/Grey/Black
• MCS/Data Rate
• Minimum Basic Rate
• Supported Data Rates
• 802.11k, 802.11r, 802.11v



Upper Layers
•VLAN Assignment
•DHCP (Request/Response)
•Subnet Mask
•Default Gateway
•DNS
•Captive Portal ?
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Captive Portal
• Captive Portal Location
• Certificate Issues
• Client Issues
• Control
• Encrypted DNS
• Friction
• Legal Issues
• Mi-Fi Issues
• Monetization
• Privacy Issues
• Triggers
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5GHz Channels

2
2
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DFS Channels
802.11 is NOT Primary User

• AP Scans for 60-Seconds
• AP Enabled on Channel
• Continuous Scanning
• If Radar Detected
• Send Channel Switch Announcement
• Change to New Channel
• After 30-Min Can Return
• After 60-Second Scan
• Repeat

•Check your regulatory domain for details!



Copyright © 2019 ‐Wireless LAN Professionals, Inc. ‐ All Rights Reserved

Sample Single Frame Transmission
• AIFS - Arbitration Inter-frame 
Space

• Contention Window (CW)
• Preamble - BPSK
• RTS - Lowest Basic
• SIFS - Fixed Tme
• Preamble - BPSK
• CTS - Lowest Basic
• SIFS - Fixed Tme
• Preamble - BPSK
• Preamble - VHT
• Header - MBR
• Payload - PHY Rate
• CRC
• SIFS - Fixed Tme
• Preamble - BPSK
• ACK - MBR



Association is to Wireless

what a

Link Light is to Wired



Wi‐Fi Client Joining WLAN

802.11 Association

Authentication

Encryption Upper Layers Captive Portal
Probe Request/Probe Response
Client Decides on AP
Authentication Request/Response
Association Request/Response

None
TKIP
AES/CCMP

Open
PSK
802.1X

DHCP
VLANs
Default Gateway
DNS

After everything is completed for 
802.11 Association, 
Authentication and Encryption, 
as well as all Upper Layers… then 
Captive Portal

LAN Access
Can Pass Traffic 
on Local Network

Port Control
Can Pass Traffic 
Through Access 
Point

Full Network Access
Can Pass Traffic on 
Local Network



Potential Wireless LAN Troubleshooting Causes



Local Network 
and Internet



Evolution in Cabling





Survey Says:  Top Wireless Issues

End User Issues

Network Issues Wi‐Fi Client Device Issues

WLAN Infrastructure Issues

End User Issues
Connect to Wrong SSID

Incorrect PSK
Incorrect 802.1X Credentials

Wireless Not Turned On

Network Issues

Incorrect VLANs, No  IP Address or APIPA DNS 
Issues, DHCP Issues, NAT Errors Firewall or 

Bandwidth Shaping Issues

Wi‐Fi Client Device Issues
Sticky Client Issues
Client Driver Issues
Roaming Issues
MDM Issues

WLAN Infrastructure Issues

Low Coverage,  No  Secondary Coverage
Band Steering Not Working
High Retry Rates, Low Average MCS
MBR too High/Low, AP Tx Power Issues
AP Code Issues, WMM Not Configured



Wired vs Wireless

Wireless Issues
Use appropriate tools to check 
Layer1 RF and Layer 2 MAC 
issues

Wired Issues
Use appropriate tools to check 
Network connectivity in Upper 

Layers



Wired or Wireless Problem?

IP Address 
Does target Wi-Fi Client 

Devices have an IP Address?

Ping Wi-Fi Client
Can you Ping your Wi-Fi Client 

Device from the Wired Network?

MCS of Wi-Fi Client
Is the MCS of Wi-Fi client showing stress 

MCS 5-9 means 64-QAM or Better

MCS of <5 means difficulty over RF

Compare Throughputs
Compare Wi-Fi connection data 

rate to Internet Speed Test

Check RSSI & SNR
Both from the Client’s point of 

view as well as from the Access 

Points’

Isolated?
Is the issues isolated to only Wi-

Fi devices or across network

Especially check network services



Wi‐Fi Signal Demo Lab



Doctor’s Visit / Triage



Blood Pressure ‐ Channel Utilization

Pulse ‐ Retry Rates

Temperature ‐MCS Rates
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Wireless LAN Troubleshooting Process





That’s All Folks!
Resources from this presentation:
http://WLANPros.com/troubleshooting

Keith R. Parsons
Managing Director 

Wireless LAN Professionals, Inc.

Personalkeith@wlanpros.com
Twitterhttp://twitter.com/keithrparsons

LinkedIn http://linkedin.com/in/keithrparsons
Websitehttp://WirelessLANProfessionals.com


